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Abstract: A modeling and optimization method of kill chains based on adaptive geometry estimation-
based multi-objective evolutionary algorithm ( AGE-MOEA ) is proposed for the kill-chains design. Based
on the idea of kill chain closure, the OODA cycle theory and the traditional weapon target assignment
model,, a multi-objective optimization mathematical model of kill chains design is constructed to realize
the mathematical representation of kill chains design problem. The proposed model comprehensively
considers three kinds of equipment, which are used for reconnaissance, command and attack,
respectively, and takes the maximum attack efficiency, minimum weapon consumption and minimum
damage threat as the objective functions, and takes the equipment use constraints, kill chain relation
constraints and damage threshold constraints as constraint conditions. The algorithm flow of kill chains

optimization design based on AGE-MOEA is proposed to solve the multi-objective optimization
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mathematical model of kill chains design. Through the numerical experiments and the kill chain design

experiments in air defense and anti-missile combat scenarios, the results show that the proposed method

can simultaneously pursue the optimization of attack efficiency, weapon consumption and damage threat

on the premise of ensuring that all kill chains of each target are closed, and obtain a kill chain solution,

which can form a distributed lethality. The scientificity of multi-objective optimization mathematical model

of kill chains design, the effectiveness of AGE-MOEA algorithm in solving kill chains design problems

and the feasibility of kill chain design method in practical military operations are verified.

Keywords: kill chain; kill web; OODA loop; multi-objective optimization
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Fig.1 Schematic diagram of kill chain
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Fig.3 Dynamic evolution of AGE-MOEA results
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Fig.5 Solution set distribution of AGE-MOEA ,
NSGA-1I and NGA-TI
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Fig.6  Dynamic evolution of Hypervolume indicators

of each algorithm
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Table 2 Optimal value of each object of each

algorithm’s solution

ik FTdRE A br  EGHAE A bR S A s

AGE-MOEA 11193 2 655 10 141
SGA-1I 11182 2709 10 499
NSGA-1I 11 187 2703 10 165
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Fig.7 Scenario of air defense and anti-missile operations
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Table 3 Composition of red forces

e8] s Kot Houd's PENGE MR NA/RIT R/ R £ BERRRET
Radar_A ( SAM) 2 Radar_A_l Radar_A_2 0.92 4000 4
g -2
Radar_B(SAM) 2 Radar_B_1 Radar_B_2 0.94 6 000 6
et Fe 0 (SAM) 2 L B2 0.95 9 000 8
Missile_A ( SAM) 12 Missile_A_1 ~ Missile_A_12 0. 88 300
i Missile_B( SAM) 12 Missile_B_1 ~ Missile_B_12 0.95 500
Missile_C( Fighter) 8 Missile_B_1 ~ Missile_B_8 0.9 400
®4 EEEAHHm®
Table 4  Composition of blue forces
HA S Kot TS HFr A/ 35T P A5 TRR
Fighter_A 2 Fighter_A_1 Fighter_A_2 7 800 1.0 0.8
Fighter_B 2 Fighter_B_1 ,Fighter_B_2 6500 0.8 0.8
UAV 8 UAV_1 ~UAV_8 1590 0.4 0.6
k5 FXp#yk
Table 5 Kill chains list
Htz g o it T 0T H 5 fii%¢ o it ER LS
Fighter_A_1 Radar_B_1 R L N Missile_B_2 UAV_2 Radar_A_1 iR AN Missile_A_8
Fighter_A_1 Radar_B_1 e L Missile_C_5 UAV_3 Radar_B_1 ey 2 Missile_A_9
Fighter_A_2 Radar_B_2 /Pl Missile_A_4 UAV_3 Radar_B_1 B0 2 Missile_C_1
Fighter_A_2 Radar_B_2 /EHL_ Missile_A_10 UAV_4 Radar_B_l R Missile_A_12
Fighter_A_2 Radar_B_2 e L Missile_B_12 UAV_4 Radar_B_1 a1 Missile_C_2
Fighter_B_1 Radar_B_1 e _2 Missile_B_1 UAV_5 Radar_B_2 B L2 Missile_C_3
Fighter_B_1 Radar_B_1 fefEhae 2 Missile_C_6 UAV_5 Radar_B_2 e 2 Missile_C_8
Fighter_B_1 Radar_B_1 fREhL_2 Missile_C_7 UAV_6 Radar_B_1 ferEhL_2 Missile_B_4
Fighter_B_2 Radar_B_2 o2 Missile_A_2 UAV_6 Radar_B_1 faEhs 2 Missile_C_4
Fighter_B_2 Radar_B_2 w/EHL_2 Missile_A_5 UAV_7 Radar_B_2 R0 2 Missile_A_1
Fighter_B_2 Radar_B_2 L2 Missile_A_7 UAV_7 Radar_B_2 a2 Missile_B_9
UAV_1 Radar_A_1 e 1 Missile_A_6 UAV_8 Radar_B_1 a1 Missile_A_11
UAV_1 Radar_A_l FRiEFL_1 Missile_B_7 UAV_8 Radar_B_1 RO Missile_B_11
UAV_2 Radar_A_1 a1 Missile_A_3
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Fig.8 Kill web solution
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